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Communication Is Insecure

Alice
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Secure Approach:

Cryptosystems

Paparazzi




Cryptosystems

Encryption - Decryption
- Scheme - Scheme

Alice




Encryption vs. Decryption

Only Bob knows the decryption key.

Encryption Key

Only Alice and Bob know the encryption key:
PRIVATE cryptosystem

Everyone knows the encryption key: PUBLIC
cryptosystem

RSA is a public cryptosystem.
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RSA Algorithm




RSA Cryptosystem

If Bob wants to use RSA, he needs to select a
key pair, and announce the encryption key.

If Alice wants to communicate with Bob, she
needs to use the encryption key announced by
Bob.

If Bob wants to receive messages from the
others, he needs to use the decryption key he
selected.
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How to Select a key pair

Key pair selection scheme:
Bob (randomly) selects 2 prime numbers p and g.

For security reason, p=2p'+1and q=2q' + 1,
where p' and ' are also prime numbers.

Bob evaluates n=pgand @(n)=(p—1)(q— 1)
Bob chooses ¢ such that ged(e, @(n)) =1

Bob finds the integer d (0 < d < @(n)) such that
—ko(n) =1

Finally, Bob announces the number pair
(n, ) and keeps (d, p, g, @(n)) in secret.

=, Euler's totient or phi function, @(n) counts the O(pP)=p-1,d@Q)=q—1 10

__—__ integers between 1 and n that are coprimeton. = @(pg) =(p —1)(0—1) -
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How to Encrypt

Encryption Scheme:

Whenever Alice wants to tell Bob m which is less
than n, she evaluate c = m° mod n, where n and ¢ are
the numbers Bob announced.

Then Alice sends c to Bob.
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How to Decrypt

Decryption Scheme:

Whenever Bob receives an encrypted message c,
he evaluate m' =|c? mod n | Hard to calculate!

Fact: m'=m
Why the decryption scheme work?
Euler's theorem: if gcd(a, n)=1, a?™ modn=1

¢ mod n = (m® mod n)  mod n =(m®)¢ mod n
= m® mod n = mk®M*1 mod n

=(m<)?(MWm mod n =m %

——————— e U




Montgomery Algorithm for
RSA-256 bit




Inverse (1/4)

For real number, x and y are the inverse of

each other if
xy=1

We write y = x7!, and vice versa.

When we say a divided by b, or a/ b, we mean
that a multiplied by b!.

In the “world” of “modulo N,” we want to define
the inverse (and then the division operator /)
such that the exponential laws hold.
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Inverse 4

For a positive integer x (< N), We define the
inverse of in the “world” of “modulo N” is the
positive integer y (< N) such that

Xy mod N =1
We write y = X!, and vice versa.

We define the “division” in the “world” of
*modulo N” as
X/ymod N =xy ! mod N

15
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Inverse (3/4)

Theorem: If b = an, then b /a mod N = n.

Example:
a=2, N=35 thena =18
bi= 12 =2 6
b/amodN=ba!modN
=12 ¢ 18 moed 85 =216 Mot 35 =6
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Inverse (/4

Another example:
a=2 N=95len a¢ =8
h=13
b/amodN =ba! modN
=13 * 18 mod 35 = 234 mod 35 = 24
or
b/amodN =(b+N)/amodN
=(13+35)/2mod 35
= d
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MSB-Based Modular
Multiplication

We want to evaluate V = AB (mod N),
where A = 2"1a_ ,+2"%a ,+...+2a,+a,

We can find that
V= {2]...22a B i@ B} fa Bt & aBla B

The Algorithm for MSB-Based Modular
Multiplication

V,<0
fori=n—-1,...,1,0 ‘
V. — (2Vi,; + & - B) mod N \— 2V, +a,B <3N

18
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Square and Multiplication Algorithms
for Modular Exponentiation

Evaluate S = M® mod N
where exponent e=(1e, ,...e,€,)

No need to be k bit

MSB-ME( Mé mod N) LSB-ME(Mé mod N)
S M S<—1,T«—M
fori=k—-2,...,1,0 fori=0,1,...,k—=1
S« (S-S modN if(es=1) S« (S-T)modN
if(es=1) S« (S-M)modN T« (T-T)modN

(A-B) mod N is still hard to implement &
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Montgomery Algorithm

ldea: Trying to compare V; with N costs a lot.

l[dea: How about LSB first to evaluate the
multiplication?
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Montgomery Algorithm: Phase 1
Evaluate V =(A-B-2") mod N

AwB 21 =B = 20 SN qs Sr2leas or il chtal )
=B (2a. +22 . R Ua e )
= 2-4(a, B +2-4(a,B+...+2"(a,B+2%a,B)...))

N (VA+aB V+ aB+q.
fori=0,1,...,n-1 (—%L) mod N = =L azz QrN’
Visg < (Z#) mod N d; = LSB of (V;+ a,B)

LSB modular reduction mod N is easy! |




Montgomery Algorithm: Phase 2
When to substitute?

VO(—O N ~".
-forl 01 n 1 NN
| (V +a B) mod 2 N
- V+aB+
| V'+1(_( | 2 q[N)
|f(V >N) V<—V N




Montgomery Algorithm:
Modified Version 2

AB 20 =B 20 (D08 #22g: ok 0a ka )
= B (2350 w280 e e RN O g )
=24((2a, Fa ,)B 2 2((2a sHFa. Bk

+ 22((2a5+a,)B + 22(2a,+a,)B)...))

Vo0
fori=0,2,...,n—2

NN + a.
AR (Vl 2alZIB alB) SN
V,+2a,,,B+aB _V.+2a,,B+aB+qN
(F—=—") mod N = z '
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qi = (kl - 0)7 0: (4_kl), ki - (I/l N Zal-_HB + aiB) mod 4 Sk
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Montgomery Algorithm
Modified Version @
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Modular Exponentiation Using
Montgomery Algorithm @)

Observation on
V,=MA(A, B) = (A-B-2™) mod N
Define A' = 2"A mod N (A “packed”)
Fact: If V=AB mod N, then V = MA(A', B)
Fact: If V=AB mod N, then V' = MA(A', B')
|dea: “Pack” the integers we want to evaluate,

and use Montgomery Algorithm instead of direct
modular multiplication.

25
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Modular Exponentiation Using
Montgomery Algorithm )

Evaluate S=M¢ mod N Constant C = 22" mod N
MSB-ME( M® mod N) LSB-ME( M mod N)
M'<«— MA(C - M) (pre-processing) T «— MA(C - M) (pre-processing)
S«—M' S«1
fori=k—-2,...,1,0 fori=0,1,....k—1
S« MA(S - S) if(e,=1) S—MAS-T)
if(e;=1) S«—MA(S-M T« MA(T - T)
S «— MAC(S - 1) (post-processing)
MSB-ME( Me mod N) LSB-ME(Me mod N)
S—M S 1,T<M
fori=k-2,...,1,0 fori=0,1,....,k—1
S« (S-S)modN if(e;=1) S<—(S-T)modN
if (6, =1) S« (S M)modN T« (T-T)modN 26 C/
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The End.

Any question?
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